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Abstract




We briefly review the article published in Communications of the ACM, about homomorphic
encryption and approximate GCD of integers, and a known algorithm for approximate GCD of
polynomials over integers. Extending algorithms for polynomials over integers to integers by mapping
the variable to the base number is not easy since the integer arithmetic causes carry and bollow digits
while the polynomial arithmetic does not have this property. In this preliminary report, we introduce
a way to overcome this problem,
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1 (Correct Homomorphic Decryption)
The schem$e\mathcal{E}=$ ( $KeyGen$ , Encrypt, Decrypt, Evaluate) is correct for a given t-input circuit $C$ if, for
any key-pair $(sk,pk)$ output by $KeyGen(\lambda)$ , any $t$ plaintext bits $m_{1},$ $\ldots,$ $m_{t}$ , an$dai_{J}y$ ciphertexts $\vec{c}=$
$\langle c_{1},$
$\ldots,$
$c_{t})$ with $c_{i}arrow Encrypt_{\mathcal{E}}(pk, m_{i})$ , it is the case that:
Decrypt$($ sk, Eval$uate(pk,$ $C,\overline{c}))=C(m_{1}, \ldots, m_{t})$ .
$\triangleleft$
2 (Homomorphic Encryption)
The scheme $\mathcal{E}=$ ( $KeyGen$ , Encrypt, Decrypt, Evaluate) is homomorphic for a class $C$ of circuits if it is
correct for all circuits $C\in C$ . $\mathcal{E}$ is fully homomorphic if it is correct for all boolean circuits. $\triangleleft$
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3 (Approximate Polynomial GCD Over Integers)
Let $f(\vec{x})$ and $g(\vec{x})$ be polynomlals in variables $\vec{x}=x_{1},$ $\ldots,$ $x\ell$ over $\mathbb{Z}$ , an $d$ let $\epsilon$ be a small positive integer.
If $f(\vec{x})$ an$dg(\vec{x})$ satisfy
$f(\vec{x})=t(\vec{x})h(\vec{x})+\delta_{f}(\vec{x}),$ $g(\vec{x})=s(\vec{x})h(\vec{x})+\delta_{9}(\vec{x}),$ $\epsilon=\max\{\Vert\delta_{f}\Vert, \Vert\delta_{g}\Vert\}$ ,
for some polynomials $\delta_{f},$ $b_{g}\in \mathbb{Z}[X]$ , then we say that the above polynomial $h(\vec{x})$ is an approximate
$GCD$ over integers. We also say that $t(\vec{x})$ an$ds(\vec{x})$ are approximate cofactors over in$t$ egers, and
we say that their tolerance is $\epsilon$ . ( $\Vert p\Vert d$enotes a suita$blenorm$ of polynomial $p(\vec{x}).$ ) $\triangleleft$
1(2 GCD)
2 $f(x_{1}, x_{2})$ $g(x_{1}, x_{2})$ $GCD$
$f(x_{1}, x_{2})$ $=$ $89x_{1}^{2}x_{2}^{2}-87x_{1}x_{2}^{2}-136x_{2}^{2}+15x_{1}^{2}x_{2}+132x_{1}x_{2}+119x_{2}-42x_{1}^{2}+166x_{1}+139$,
$g(x_{1},x_{2})$ $=$ $56x_{1}^{2}x_{2}^{2}-45x_{1}x_{2}^{2}-98x_{2}^{2}-13x_{1}^{2}x_{2}+46x_{1}x_{2}+225x_{2}-12x_{1}^{2}+80x_{1}-112$.
$GCD$ 1 $(5x_{1}x_{2}-9x_{2}-3x_{1}+14)$
$f(x_{1}, x_{2})$ $\approx$ $(18x_{1}x_{2}+15x_{2}+14x_{1}+10)(5x_{1}x_{2}-9x_{2}-3x_{1}+14)$
$=$ $\underline{90}x_{1}^{2}x_{2}^{2}-87x_{1}x_{2}^{2}-13\underline{5}x_{2}^{2}+1\underline{6}x_{1}^{2}x_{2}+13\underline{1}x_{1}x_{2}+1\underline{20}x_{2}-42x_{1}^{2}+166x_{1}+1\underline{40}$,








$(s(\vec{x}), t(\tilde{x}))$ $\mapsto$ $s(\tilde{x})f(\vec{x})+t(\vec{x})g(\vec{x})$
$f(\vec{x})$ $g(\vec{x})$ $r$ $r=$ O, . . ., min$\{n, m\}-1$
$\mathcal{P}_{d}$ $d$ $f,$ $g\in \mathbb{Z}[x_{1}, \ldots, x\ell],$ $n=$ tdeg $(f),$ $m=$ tdeg$(g)$ (
$\mathbb{Z}$ $\mathbb{Z}$ ) GCD




$f(\vec{x})$ $=$ $49x_{1}^{2}-2\underline{4}x_{2}^{2}$ $=$ $(7x_{1}-5x_{2})(7x_{1}+5x_{2})+x_{2}^{2}$ ,
$g(\vec{x})$ $=$ $\underline{50}x_{1}^{2}+70x_{1}x_{2}+25x_{2}^{2}$ $=$ $(7x_{1}+5x_{2})(7x_{1}+5x_{2})+x_{1}^{2}$ .
$f(\vec{x})$ $g(\vec{x})$ Sylvester $Syl_{0}^{E}(f, g)$
Sylvester
$[5J$
$Syl_{0}^{E}(f,g)=[000001$ $000001$ $000001$ $000001$ $000001$ $000001$ $000000$ $000000$ $-24250000$ $-24250000$ $000000$ $7000000$ $-247025000$ $50490000$ $495070000$ $49500000)$
$(-100001$ $\frac{-5-2}{10,007}$ $\frac{-7-3}{15,009}$ $000001$ $\frac{-5-2}{10,006}$ $\frac{+73}{-14-9,00}$ $000000$ $000000$ $-24490000$ $-18-5-21000$ $000000$ $7000000$ $-10-21-7007$ $4900001$ $-510131200$ $-9350073)$
$(7x_{1}-5x_{2}$ $7x_{1}+5x_{2})$ $f(\vec{x})$ $g(\vec{x})$
$GCD$ $GCD$ )
$H(f, g, t, s)=(0001$ $0001$ $0001$ $0001$ $0000$ $\frac{0}{00}5$ $-24-500$ $0007$ $-5070$ $49007$ $0000$ $0050$ $25050$ $0007$ $70705$ $50007)$
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$H(f, g, t, s)arrow(0001$ $0001$ $\frac{-5}{001}$ $\frac{-7}{00,1}$ $0000$ $-5000$ $\frac{01}{0}5$ $0007$ $-5070$ $0007$ $0000$ $0050$ $0500$ $0007$ $5700$ $0071)$




Howgrave-Graham Modular Equation Lagarias Simultaneous
Diophantine Approximation Ngyyen Stern
Ex. Coppersmith Gathen
[2] Howgrave-Graham GCD GCD





$\sum_{i=0}^{n}a_{i}10^{i}(a_{i}\in\{0,1, \ldots, 9\})$ $\mapsto$ $\sum_{i=0}^{n}a_{i}x^{i}$
10
$123456=1\cross 10^{5}+2\cross 10^{4}+3\cross 10^{3}+4\cross 10^{2}+5\cross 10^{1}+6\cross 10^{0}\Rightarrow x^{5}+2x^{4}+3x^{3}+4x^{2}+5x+6$
$450608=4\cross 10^{5}+5\cross 10^{4}+6\cross 10^{2}+8\cross 10^{0}\Rightarrow 4x^{5}+5x^{4}+6x^{2}+8$
GCD GCD
32
$\vec{u}_{i}=(O, \ldots, 0, -1,10,0, \ldots, 0)$ ( $i$ 10 $(i-1)$ –1)
$\vec{u}$ ( $(i-1)$ $i$ 10 ) $\vec{u}$
( $i$ 10 $(i-1)$ 1 ) $\tilde{u}$
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3($\vec{u}$ GCD ( ))
$GCD$
$c_{1}$ $=$ $325\cross 78$ $=$ 25350 $=$ $2x^{4}+5x^{3}+3x^{2}+5x$ ,
$c_{2}$ $=$ $432\cross 78$ $=$ 33696 $=$ $3x^{4}+3x^{3}+6x^{2}+9x+6$ .
Sylvester ( )
$[000000000001$ $000000000001$ $000000000001$ $000000000001$ $000000000001$
$00000000000-100002000000^{-}-3010$
$-10-30-301005020000000$ $-10-30-30-601_{0}^{0}2030500000$ $-10-30-60-901003050500000$ $-10-60-90-601_{0}^{0}305000000$ $-10-60-90100500000000$ $-601000000000000]$
(325 432)
325
$[1 \frac\frac{-3}{+3,-1-220001}$ $\frac\frac{-2}{+3,-4-5-210000111}$ $\frac{}{00,02000500}\frac{-5}{-5}$ $\frac\frac{-4}{+4,-2-2-2-1-102011}$ $\frac\frac{-3}{+3,-1\frac{01}{45032}510}$ $\frac\frac{+2-2}{-2,-4-110001}-3_{-}^{\cdot}0-301-10-10-100000000$ $-101010000000000$ $-10-10201000000000$
.
$-10-10201000000000$ $-10-10101000000000$ $-10-10-10-1000000000$ $-2000000000000]$
4($\vec{u}$ GCD )
$GCD$
$c_{1}$ $=$ $325\cross 78+2$ $=$ 25352 $=$ $2x^{4}+5x^{3}+3x^{2}+5x+2$ ,
$c_{2}$ $=$ $432\cross 78-1$ $=$ 33695 $=$ $3x^{4}+3x^{3}+6x^{2}+9x+5$ .
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Sylvester ( )
$[000000000001$ $000000000001$ $000000000001$ $000000000010$ $000000000100$ $000000000100|000000000$ $-10-30-301002050000000$ $-10-30-30-601002050300000$ $-10-30-60-901003050500000$ $-10-60-90-501003050200000$ $-10-90-501005020000000$ $-5010020000000000]$
$GCD$














5( $\vec{u}$ GCD ( ))
$GCD$
$c_{1}$ $=$ $325\cross 78+2$ $=$ 25352 $=$ $2x^{4}+5x^{3}+3x^{2}+5x+2$ ,
$c_{2}$ $=$ $432\cross 78-1$ $=$ 33695 $=$ $3x^{4}+3x^{3}+6x^{2}+9x+5$ .
Sylvester ( 4
$)$ ( 3 )
$[000000000001$ $000000000001$ $000000000001$ $000000000001$ $000000000001$
$0_{-}0000000000-10000020000000-30010$
$-100-300-30010_{0}0020050000000$ $-100-300-300-60010_{0}00200500300000$ $-10-30-60-901003050500000$ $-10-90-60-501005030200000$ $-10-90-501005020000000$ $-5010020000000000]$
$GCD$
$[ \frac{-3-2-8-2060}{006}-10$ $\frac{-1-5-31034001}{40,2}$ $\frac{-1-3-2-430020}{-3-51}0$ $\frac{-11-4-2-207001}{0,81}$ $\frac{-1-3-2-2-10501}{-4-15}0$ $\frac{-1+4-5-200500}{-23,2}0$ $10000000000000$ $-10000000000000$ $-10000000000000$ $-10-102010100000000$ $-10-1010000000000$ $-10201010100000000$ $-10301010100000000]$
313 416
$(-3 -1 -3)\Rightarrow-313$ , $(-4 -2+4)\Rightarrow-416$
$325\cross 78$ $432\cross 78$ ) (2)
$GCD$
$|25352-313\cross 81|=1,$ $|33695-416\cross 81|=1$
$\triangleleft$
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